
This student online safeguarding policy has been devised to ensure that 
as a student you are aware of the risks of using technology and the ways 
to keep yourself safe when using different digital devices.

Risks Of Using Mobile Technology...
Social Media                                       The most important parts of the internet for young people are social media platforms
such as Facebook, Instagram, Snapchat and Tumblr. By using these platforms you can post pictures and
information about yourself, read other people’s posts and swap messages with them. Many of you are
likely to have social media accounts and use them often, perhaps daily. It is important to remember
that we do not own what we post on social media. Every post we make is stored on the server of the
company - even if you delete your post, the company doesn’t. Twitter and Facebook keep an archive of all
your posts. Snapchat doesn’t actually delete your photos from your phone - they are still there, just renamed.

Online content                                          which is abusive, pornographic or encourages unhealthy stereotypes. If we think before 
we post, we can avoid becoming one of the many people who say they have posted something on social media 
and then regretted it later - when it might be too late to stop it causing problems to themselves or other people.

                                           We often hear reports of cyber-bullying on social media. People can hide behind their 
computer screen, tablet or phone to say unkind or hateful things to others. It can be easy sometimes to say 
things online that you wouldn’t normally say to someone’s face. Celebrities often talk about the hateful
comments they receive over social media and how it makes them feel uncomfortable. Cyber-bullying is also a 
big problem amongst young people, with a recent report suggesting that one in five young people
suffers extreme cyber-bullying on popular sites such as Facebook.

Cyber-bullying

                                              We can also risk causing harm to ourselves with what we post on social
media. Every time we me we post something on social media we leave a digital footprint. Those
footprints build up to make a digital self - another version of ourselves. We need to think carefully
about what it is in our digital footprint and what our digital selves say about us.

Digital footprint

                             by predators, usually pretending to be someone younger than their true age. Remember,
you never know who you are talking to behind a computer screen. Remember do not meet up with
someone you have met online, they may not be who they say they are.

Grooming

                        Be careful what you download from unknown sources or when you open
emails from people you do not know. They may contain viruses.
Viruses

                                                                                                                             any copyright materials, as well as
file-sharing via the internet or any mobile device.
Illegal activities of downloading or copying



For my own personal safety:

Do not use another
person’s username

Do not accept people whom 
you do not know as ‘friends’ 
on your social media

Report any 
inappropriate content

Co-op Academy Swinton TOP tips...

How do I stay safe?

I will be aware of ‘stranger danger’ when I am communicating online.

I will keep my username and password safe and secure - I will not share it, nor will I 
try to use any other person’s username and password. I understand that I should 
not write down or store a password where it is possible that someone may steal it.

I understand that the academy will monitor my use of the systems, devices
and digital communications.

Who might be able
to read this?

Am I
posting in

anger?

Could
someone feel
disrespected?

Am I reavealing too
much about myself?

Could someone
misinterpret what

I’m saying?

Am I
showing a
bad side of

myself?

Do not share your password 
with anyone else

Keep all your social media
profiles private

Inform an adult or member of staff
if you think that something you have
received online is not appropriate

Do not open emails
from unknown sources



I will not disclose or share personal information about myself or others when online
(this could include names, addresses, email addresses, telephone numbers, age, gender, 
educational details, financial details etc).

If I arrange to meet people offline that I have communicated with online, I will do so in a 
public place and take an adult with me.

I will immediately report any unpleasant or inappropriate material or messages or
anything that makes me feel uncomfortable when I see it online.

I understand that the academy systems and devices are primarily intended for educational 
use and that I will not use them for personal or recreational use unless I have permission.

I will not try (unless I have permission) to make large downloads or uploads that might make 
take up internet capacity and prevent other users from being able to carry out their work.

I will not use the academy systems or devices for online gaming, online gambling, internet 
shopping, file-sharing, or video broadcasting (eg. YouTube), unless I have permission from
a member of staff to do so.

I understand that everyone has equal rights to use technology as a resource and:

I will respect others’ work and property and will not access, copy, remove or otherwise
alter any other user’s files, without the owner’s knowledge and permission.

I will be polite and responsible when I communicate with others, I will not use strong,
aggressive or inappropriate language and I appreciate that others may have different opinions.

I will not take or distribute images of anyone without their permission.

I will act as I expect others to act towards me:

I will only use my own personal devices (mobile phones/USB devices etc) in academy if I 
have permission. I understand that, if I do use my own devices in the academy I will follow 
the rules set out in this agreement, in the same way as if I was using academy equipment.
I understand the risks and will not try to upload, download or access any materials which 
are illegal or inappropriate or may cause harm or distress to others, nor will I try to use any
programmes or software that might allow me to bypass the filtering/security systems in 
place to prevent access to such materials.

I will immediately report any damage or faults involving equipment or software, however 
this may have happened.

I will not open any hyperlinks in emails or any attachments to emails, unless I know and
trust the person/organisation who sent the email. Nor will I open them if I have any
concerns about the validity of the email (due to the risk of the attachment containing 
viruses or other harmful programmes).

I will not install or attempt to install or store programmes of any type on any academy 
device, nor will I try to alter computer settings.

I will not use social media sites without permission and only at the times that are allowed.

I recognise that the academy has a responsibility to maintain the security and
integrity of the technology it offers me and to ensure the smooth running of
the academy.



Co-op Academy Swinton Student e-Safety Incident Flowchart

I should ensure that I have permission to use the original work of other in my own work.

Where work is protected by copyright, I will not try to download copies
(including music and videos).

When I am using the internet to find information, I should take care to check that the
information that I access is accurate, as I understand that the work of others may not be
truthful and may be a deliberate attempt to mislead me.

When using the internet for research or recreation, I recognise that:

I understand that the academy also has the right to take action against me if I am 
involved in incidents of inappropriate behaviour, that are covered in this agreement, 
when I am out of academy and where they involve my membership of the academy 
community (for example cyber-bullying, use of images or personal information).

I understand that if I fail to comply with this Acceptable Use Policy Agreement, I will be 
subject to disciplinary action. This may result in loss of access to the academy 
network/internet, detentions, suspensions, contact with parents and, in the event of 
illegal activities, involvement of the police.

I understand that I am responsible for my actions, both in and out of the academy:

What do I do if I have a concern about something on my digital device?
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Teacher to refer to
e-Safety Flowchart

Turn off your monitor
but not your PC

At the
Academy

At home

Tell a parent/carer
or trusted adult

Inform academy,
police or CEOP
as appropriate

Available on our academy website

www.ceop.gov.uk
CEOP = Child Exploitation & Online Protection

Calmly and quietly put your
hand up. Without discussing
the incident with anyone else

inform the class teacher

You have a concern about something 
you’ve seen on a computer


